HudopmManuoHHasi TaMATKA /1151 HeCOBEPILIEHHOJIETHHX [0 BONPOCaM
KnOepOe30nacHOCTH

B ceTH «AHTEpHED

KomMmnesorTepHble BHPYCHI

KOMIIBIOTEPHBIH BHPYC - 3TO Pa3sHOBHIHOCTh KOMIIBIOTEPHBIX IPOTPamM,
OTJIHUATENBHON 0COOEHHOCTHIO KOTOPOH SBIAETCS CIIOCOOHOCTD K Pa3sMHOXKEHHUIO
(xomupoBanuo0). B JomonHEeHME K O3TOMY, BHPYCBI MOIYT MOBPEIUTH MM
MOJIHOCTHEO YHUYTOXUTH BCe (aiiibl U JIAHHBIE, IOJKOHTPOJIBHEIE MTOJIE30BATENIO,
OT MMEHH KOTOpOro ObLIa 3amyllleHa 3apaXE€HHas IIporpamMma, a TakKe NOBPeUTh
VA [J@Ke YHUHTOXKHUTH ONEPAIMOHHYIO CHCTeMY CO BeeMHM (haillaMH B LICJIOM. B
OOJIBIIMHCTBE CIy4YaeB pacIIpOCTPaHAIOTCS BUPYCHI 4epe3 UHTEPHET.

MeToabl 3alIHTHI OT BPEIOHOCHBIX NPOrpaMM.

1. Wcmone3y# coBpeMeHHBIE ONEPAllHOHHBIE CHCTEMbI, MMEIOIIHE
CepBE3HbIM yPOBEHD 3aIUTHI OT BPEJOHOCHBIX TIPOTPaMM;

2. [TocTosHHO ycTaHaBnuBail nardu (UUGPOBBIE  3allIaTKH,
KOTOpble ~ aBTOMATHYECKHW  YCTaHaBIMBAIOTCS C  LEIBIO nopaboTKH
IpOrpaMMBI) H JpyrHe OOHOBIEHHS CBOEH ONEParOHHOH CHCTEMBL.
CxaumBaif ux Toabko ¢ oduumansHOTO caiita paspaboruuxa OC. Ecnu
CYIECTBYET PEIKUM aBTOMATHIECKOTO OOHOBICHHS, BKIIIOYH €T0;

3. PaGoraii Ha cBoeM KOMITBIOTEpE IO ITpaBaMU IOJIB30BATCIIA, a
He aJMMHMCTpPAaTopa. OTO HE IO3BONMT OONBIIMHCIBY BPEIOHOCHBIX
[porpaMM HHCTAIIAPOBATHCS HA TBOEM NIEPCOHANBHOM KOMIIBIOTEPE;

4. HUcnons3yi aHTUBUPYCHBIE MIpOrpaMMHEIE IIPOYKTEI
M3BECTHBIX TPOM3BOIUTENEH, C ABTOMATHYECKHM OOHOBIIEHHEM 0as3;

5. Orpanvgb  (U3WIECKHH  JIOCTYD K  KOMIBIOTEPY LA
ITOCTOPOHHHUX JIHII;

6. Vcnons3yil BHEIIHWE HOCHTENM HMHQOPMAIMH, TaKHe Kak
¢nemka, aumck wiH Qaiin u3 HHTepHeTa, TONBKO K3 IPOBEPEHHBIX
HCTOYHUKOB;

7. He oTkpeiBali KOMIBIOTEpHBIE (aiiiibl, [ONydeHHBIE U3
HeHAIEKHBIX WCTOYHHKOB. Jlaxke Te (aiiipl, KOTOpEIE NPHCIAN TBOH

3HaKOMBIH. JlydIle yToYHH Y HETO, OTIIPABIIA JIH OH Tebe ux.



Cern WI-FI

C momomipo WI-Fi MoHO monyuuth O€CTUIaTHBIM WHTEPHET-IOCTYI B

0BIIecTBEHHBIX MecTax: Kade, OTelNsX, TOPrOBBIX LEHTpax W ajsporoprax. Tax ke
SBISETCS OTIMYHOM BO3MOXKHOCTHIO Bhixoxa B MHTepHeT. Ho MHOTHE SKCIEPTEI
cumtaroT, uto obuenoctynusie WiFi ceTi He SBIsIOTCS 6e30NacHBIMHU.
CoBeTbl 110 6e30MacHOCTH paboThl B 001e0cTYMHBIX ceTax Wi-fi
L, He mepenaBaii CBOKO JHYHYIO HH(pOpMAanmio — 4epes
obmenoctynaeie Wi-Fi cetn. Pabotas B HHX, KEIaTEbHO HE BBOIUTDH
IIapOJIH JIOCTYTIA, TOTHHEI M KaKHe-TO HOMEPa;
2y Wcronb3yh © OOHOBISM aHTUBUPYCHBIC IPOrpaMMbl U
GpanMayap. TeM caMbiM ThI 00€30MacHIIb Ce0sl OT 3aKauKU BUPYyCa Ha TBO®
YCTPOMUCTBO,
3.  TIpu wucrnomszoBanuu Wi-Fi oTkmoun QyHKIMIO «Obmmit
moctynl K aifnam u npunTepam». [lannas QYHKIMA 3aKphITa 110
YMOTYAHHIO, OJHAKO HEKOTOPbIC IOJB30BATENN AKTHBHPYIOT e€ s
y/106CTBa KCIIOB30BaHKs B paboTe Wi yaeoe;
4. He wucnonssyit mybmuunbid WI-FI o mepenadnm JTU4HBIX
JIAHHBIX, HAIIPHMep, IS BBIXOJa B COLMAIBHBIC CETH MIIH B 3JIEKTPOHHYIO
04Ty
5. Wcrons3yii TONBKO 3allUIIEHHOE COSAUHEHUE Yepes HTTPS, a
ne HTTP, t.e. ipu HaGope BeG-anpeca BBOM IMeHHO «https://»;
6. B MoGunsHOM TeehoHe OTKIFOUH (QyHKIHIO «[TonkroyeHue K
Wi-Fi aBromarmuecku». He mgomyckail aBTOMATHYECKOIO ITOIKIIOYCHUA

ycTpoiictsa K ceTsM Wi-Fi 6e3 TBoero cornacus.

CouuajibHble CeTH

ConuanbHas ceTh - 3TO CAHT, KOTOPBIA MPENOCTABIAET BO3SMOXHOCTD JIOAM
OCYIIECTBIATh OOIIeHHEe MEeXTy co0O0# B HHTEpPHETE. Yamie Bcero B HUX IS
KOKIOrO UYeJOBeKa BBIACIAETCS CBOS IJIAYHAA CTpaHﬁqKa, HA KOTOPOH OH
yKa3blBaeT 0 cee pasTHUHYy0 MH(QOPMAIWIO, HadMHas OT MMEHH, bamMumuu u
3aKaH4MBas THYHBIMA (oTorpadsiMid. MHOTHE [0JIb30BaTENI HE TIOHUMAIOT, 4TO
HHEGOpPMAIUs, pa3MelleHHasd UMK B COLMATBHBIX CETAX, MOKET OBITH HalifeHa u
MCIIONB30BAHA KEM YLOJHO, B TOM dHCIe He O00s3arelbHO ¢ Omarumu

HAMEPEHISMH.



OCHOBHBIE COBETHI 110 0€30NMACHOCTH B COHAJIBHBIX CeTHAX:

1. OrpaHHYb CIIUCOK Apy3ei. ¥ Tebs B APY3bAX HE MOIDKHO OBITH
CITy4alHBIX U He3HAKOMBIX JIFOJIeH;

2 Jamuinail  CBOIO UACTHYKO JKu3Hb. He yKkaspiBall IapoiH,
TenedoHb, agpeca, OaTy TBOEr0 POXIECHWA W ApYryilo JIHIHYIO
pH(OPMALHIO. 3TOYMBIIIIEHHUKH MOTYT HCTIOJIB30BAT JaXKe UHPOPMAIUIO
0 TOM, KaK Thl ¥ TBOU POJUTENH INIAHUPYSTe MPOBECTH KAHUKYIBI;

3. 3amminail CBOKO PEIyTalMIo - NepXH €€ B TUCTOTC H 3a/1aBai
cebe BOIpOC: XOTell ObI THI, YTOOBI APYTHE MOJb30BATENI BU/ICTIH, YTO THI
sarpyxaerus? [Tomymaii, mpexae 4eM HTO-TO ormyOIMKOBATh, HANMCATH
3arpy3uTh;

4. Ecmu TBI TOBOPHIIL C JIOABMH, KOTOPBIX HE 3HACHIL, HC
MCIONB3Yil CBOE pealbHOe MM U JPYrylo JIMEHYIO uH(GOpMaLMK: UM,
MECTO KHUTENILCTBA, MECTO yueObl H Mpoyee;

5.  Wsberait pasmemenus ¢ororpapuit B MHTepHere, II¢ TbI

H306pa>1{eH Ha MECTHOCTH, IO KOTOpOfI MOYXHO OIIpeCIUTE TBOC

MECTOIIOJI0KEHHE;
6. [lpu perucrpamué B COLWAIBHOM  CETH He0OX0AMMO

HCIIONIB30BaTh CIOYKHBIE TApoNH, cocrosmpe u3 OykB H madhp U C
KOJIIYECTBOM 3HAKOB He MeHee 8,

7. JInst COIMANbHOM CeTH, TOYThl ¥ IPYTHUX CaiiTOB HEOOXOIMUMO
HCIIONB30BaTh pasHble maponn. Torma —eciu Te0si  B3JIOMArOT, TO

3J10YMBIIUICHHUKH nojgy4dar AOCTYyIl TOJIBKO K OJHOMY MECTY, a HE BO BCC

cpasy.

JJeKTPOHHbIE IeHbI'H

DIeKTPOHHBIE JEHBIUM — JTO OYEHb yIOOHBIA €1I0CO0 IUIaTeXkeH, OJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIC XOTAT MOy THTh STH ACHBIH.

DIEKTPOHHBIE ICHBIM IOSIBUIMCH COBCEM HEJIAaBHO U MMEHHO M3-32 3TOTO BO
MHOTHX TOCYJapCTBax 10 CHX HOp He IPONKCAHO MPO HUX B 3aKOHAX.

B Poccuu e OHE (yHKIHOHHPYIOT H O HUX YyXKe IIPOIMHUCAHO B 3aKOHE, TAC
WX pa3IelSIOT HA HECKOJBKO BUJIOB - aHOHHMHBIC U HE aHOHWMHBIC. PazHnua B
TOM, 9TO AHOHHMHBIE - 9TO T€, B KOTOPBIX pa3peraeTes MpOBOJUTE ONCpaii oe3
wneHTHGUKAIAA  [OIb30Bareis, a B HE aHOHMMHBIX uieHTHh KA

MOJIB30BATEIS ABJIACTCA 00s13aTeIbHOM.



Takxke cilenyeT pasIu4arh OSJIEKTPOHHBIC ¢uarHsle JeHBIU  (PaBHBI
FOCY/IAPCTBEHHBIM BATIOTaM) M 3JIEKTPOHHBIC HeduaTHbIe AEHBIU (HE PaBHBI
FOCY/IAPCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI 10 Ge3onacHoii padore ¢ 3J1eKTPOHHBIMH JIeHbIAMH:

1.  Ilpussku K cdeTy MOOMIIbHBIN Tenedon. D10 camblil yI00HBIA
¥ GBICTPHIA CIIOCOO BOCCTAHOBUTE MOCTYIL K CHETY. I[IpuBsi3aHHbld Tene(oH
[TOMOKET, €CITH 3a0yIellb CBOM IIAaTeKHBIH MapoJyb UK 3aliJIell’b Ha Ca|T C
HEe3HAKOMOTO yCTPOHCTBA;

2.  Hcmonp3yid OJHOPA30OBBIC TIAPOITH. Tlocne mepexoja Ha
YCUIEHHYIO aBTOPH3AINI0 TeGe yxke He OyIeT yrpoXKaTh OMAaCHOCThH KPAKH
WY TIepexBaTta IJIaTeNHOTO IapOoyLs;

3.  Boibepu cioxHbli mapons. IlpecTynHuakaMm OymeT He IPOCTO
yrajarh CIOXHBIM maponb. HamexHsie mapomd — 910 apoJH, KOTOpbIe
cofiepkaT He MeHee 8 3HaKOB H BKIIOYAIOT B cebs CTpOYHbIE W IPONHCHBIE
GyKBBI, U(PBI ¥ HECKOJIBKO CHMBOIOB, TAKHE KaK SHAK nostapa, GyHTa,
BOCK/TMIIATeBHBIM 3HaK U T.1. Hampumep, StROng!;;

4. He BBOmM CBOU JWYHBIE JaHHBIE Ha CalTaX, KOTOPBIM HE

ZOBepselllb.

JJeKTPOHHASA 110YTa

DNeKTpOHHAS TIOYTa — 3TO TEXHOJIOTUS ¥ MPEOCTABIISEMBIC €10 YCIIyTH II0
[epechUIKe U MOMyYEeHHIO SNICKTPOHHbIX COOOIIEHHH, KOTOPIE PACIIPECNIAOTCS B
xommpioTepHoit  cetd. OOBIMHO 3J1€KTPOHHBIA MMOYTOBBIA SMIMK BBITTIAIUT
CIIeIyIOLIMM 00pa3oM: FMsL_[TOTTh30BATEN(@UMS_oMeHa. TaroKe KpoMe Mepe/atin
[IPOCTOTO TEKCTa, AMEETCSI BO3MOXKHOCTD IEpEAaBaTh (aitnbl.

OcHOBHBIE cOBeTHI 110 Ge3onacHoii pabore ¢ 3J1IeKTPOHHOH IMOYTOM:

1.  Hajio BHIOpaTh MPAaBUIBHbIA MOYTOBBLH CEPBHC. B WntepHere
eCTh OTPOMHEINM BBIGOp GeCTUIATHBIX MOYTOBBIX CEPBUCOB, OINHAKO JTydqIe
JOBEPATH T€M, KOI'0 3HaeIIb U KTO NIepBbIi B PEHTHHIE,

2. He ykaspiBali B JMYHOH [0YTE JITHIHYIO rHGOPMALIHIO.
Hampumep, iydme BbIOparth «My3bIKaTbHBIN_(aHaT(@» W «pox2013»
BMecTO «TemMal3»;

3.  Hcnonp3yil IBYXSTaIHYH aBTOPHU3ALMIO. Dto Korga NOMHMO

apoJis HyKHO BBOAUTH KOTI, nprchLIaeMblit mo SMS;



4. DBobibepy clIOXHBIH Tapois. Jis KaXI0ro MOYTOBOTO SIIIAKA
JOJKEeH OBITH CBOU HaJIEXHBLH, yCTOMYHBBIA K B3IIOMY T1ApOJIb; |

5. Eciu ecTh BO3MOXHOCTH HamnucaTb CaMOMY CBOM IJTMYHBIN
BOTIPOC, MICIIONB3YH 9Ty BO3MOXHOCTB;

6. Hcmonp3yil HECKOIBKO TIOYTOBBIX AIIMKOB. [lepBbiid miIst
4aCTHOW TEPENHCKH C anpecaramyu, KOTOPBIM  ThI moBepsiellb.  JTO
3JIEeKTPOHHBIN aJipec He HaJo MCIOJB30BaTh TIPH perucTpanuy Ha popymax
U calTax;

7.  He orTkpbiBail (aiiel U APYTHE BIOXEHHA B MHAChMax J1axe
ecJTM OHM IPHUIILIM OT TBOMX IpPY3eH. JIy4ime yTOYHM y HHX, OTIPABILAIN JIK
onu Tebe 5T Qansl;

8. [Mocne OKOHYAHWs paboOTBl Ha IIOYTOBOM CepBHCE TIEpPEN

3aKpBITHEM BKIIAJIKH C caiiToM He 3a0y/(b HaXaTh Ha «BBIATHY.

KuOepOyUIMHI HJIH BHPTYAJIbHOE H3aeBaTe/JIbCTBO

KubepOyJUtHHT —  IPECIIeNOBAHMC COODIeHUsAMH,  COJICPKAIlIUMU
ockopOeHus, arpeccuro, 3aITyTUBaHKE; XyJIUTaHCTBO; COIMAJIbHO
GOMKOTHPOBAHNE C IIOMOIIBIO Pa3IuIHbIX HMHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 60pbie ¢ KHOepOy LTHHIOM:

1.  He 6pocaifcs B Goi. Jlywrmmit CII0c06: TOCOBETOBATECS Kak ce0st

BecTH U, €CI¥ HEeT TOro, K KOMYy MOXHO oOpaTuThCs, TO BHAUAIC

ycrokouThes. EBemm  THL  HATHEIB oTBeYaTh OCKOpOJEHMAMHU  Ha

ocKkopOJIeHus, TO TOJBKO €IIe GoIbLIe PA30IIKEIIh KOHQIHKT;
2. Vmpasisii cBoed KHOeppeILy Talye;
3 Apomumuocts B cetd MHEEMas. CyIIeCTBYIOT CIIOCOOBI

BBISICHHTE, KTO CTOHT 33 aHOHUMHBIM aKKayHTOM;

4. He CTOMT BECTH XyJMraHcKui o0pa3 BUPTYyalNbHOM JKM3HH.

WartepHeT (QUKCHPYET BCE TBOU neiicTBUSL U COXpaHseT WX. YAaluTh WX

OyzeT KpaiiHe 3aTpyIHHTEIBHO;

5.  Bemu cebs BEXIHUBO; _
6. Urnopupyi e IMHUIHBIN HeraTuB. OnHOpa30BEIC

OCKOpOHTENbHEIE COODIICHIS JIyHIie praopupoBars. OOBMHO arpeccus

IpeKpamaeTcs Ha HauyaJIbHOM CTaUH,



T Bam arpeccopa. B mporpaMmax oOMeHa MTHOBCHHBIMA
COOOIIICHUSIMH, B COILMAIbHBIX CETAX €CTh BO3MOKHOCTb OJIOKMPOBKHU
OTIPABKH COOOIIEHHH C OTIPE/INICHHBIX a/IPECOB;

8. Ecmu  TH  cBHjeTenb KubepOyuruHra. TBoM EeACTBHA:
BBICTYIIUTh TPOTHUB TpeclieloBaTells, MOKa3aTh €My, 4TO €ro NEeHCTBUS
OLIEHUBAIOTCA  HEraTHBHO, TOIJICPKaTh  IKEPTBY, KOTOpO#  HyXKHa
[CHXOJIOTHIecKasl IOMOIb, COOOIMTh B3POCIBIM O (DaKTe arpecCHBHOTO

I[IOBEACHHA B CCTH.

Mo6uabHbIN Tes1edhoH

CoBpemeHHEIe cMapT(OHBI U TIAHLICTE COJICPKAT B cebe BIIOJIHE B3POCIBIN
dYHKIMOHAN, © Temeps OHH MOLYT KOHKYPUpOBaTh CO  CTAlMOHAPHBIMH
xommeroTrepaMu. OHAKO, CPEACTB 3aLIUTHI IS MOJOOHEIX YCTPOMCTB IIOKa OUEHb
majno. TecTMpoBaHHe ¥ IOWCK YA3BAMOCTEH B HHX [POUCXOIUT HE Tak
nuTeHcHBHO, Kak st 1K, To e caMoe KacaeTes U MOOWJIBHBIX TIPUIIOKEHHH.

CoBpeMeHHBIe ~MOOHIBHEIE Opaysepsl yXKe TIPaKTHIeCKH  JOTHAIA
HACTONBHBIE AHAJOTH, OIHAKO pacumpeHue (QyHKIHOHAa BIICYET 3a cobont
GOJIBIIYIO CJIOKHOCTH U MEHBIITYIO 3aIHIEHHOCT.

Jlanexo He Bce NPOM3BOIUTENH BBITYCKAIOT OOHOBJIEHUSI, 3aKPBIBAIOIIHE
KPUTHUECKUE YSI3BUMOCTH [T CBOUX YCTPOHCTB.

OCHOBHbBIE COBETHI U151 G€30NacHOCTH MOOHIBLHOTO TelledoHa:

1.  Bymp ocTopoXeH, Beib Korma Tebe mpeyararor OecruaTHBIN

KOHTEHT, B HEM MOTYT OBbITh CKPBIThl KaKUe-TO TUIATHBIE YyCITyTH;

2. Jlymaii, npexxae ueM oTnpaBuTh SMS, (OTO MIH BUIEO. Tl

TOUHO 3HAEIIb, [Jie OHK OY/yT B KOHEYHOM UTOre?

3. Heobxomumo OOHOBISTH ONEPAlMOHHYIO CHCTEMY TBOCIO
cMmaptdoHa;
4,  Wcnomb3yil aHTHBHUPYCHBIE IPOTpaMMBI LIS MOOUIIBHBIX

TeneOHOB;

i He 3arpysail IpUIOXKeHHs OT HeM3BECTHOrO HCTOYHMKA, BEIb

OHHM MOTYT COZ[EPIKaTh BPEJOHOCHOE POTPaMMHOE 0becrederne;

6. Tlociie TOrO Kak Thl BBIMAEINHL C CaiTa, I'e BBOIMJ JIHUYHYIO
uH(OPMAIHIO, 3ali 11 B HAaCTPOHKK Gpay3epa u ynanu cookies;
7. IlepuommuyecKd  TIpOBepsAd  Kakue  ITUIATHBIC  YCIyTH

aKTUBHPOBaHBI HA TBOCM HOMEPE,



8. JlaBaii cBoii HOMep MOOHIBHOTO TeleOHA TONBKO JIOJISM,
KOTOPBIX ThI 3HAEIIL ¥ KOMY JIOBEPSEIIIb;
9. Bluetooth nomkeH OBITH BBIKIIOYEH, KOorja Thl WM HeE

nonb3yentbes. He 3a0piBall HHOT A TIPOBEPSITH 3TO.

@OUIHHT HIH KpaKa JHYHBIX JaHHBIX

['maBHas nens QHIIEAT - BHAa VHTepHET-MOIIEHHWYECTBA, COCTOMT B
HOTy9eHHH KOH(QUISHIIMATbHBIX JaHHBIX IT0Ib30BaTesIeH — JIOTHHOB U MapoJie.
Ha amrmuiickoMm s3bike phishing umraercs kax ¢ummar (ot fishing — priGHas
JIOBJIsI, password — maposb).

OcHoBHBIE COBeThI N0 60pbie ¢ PHIIHHIOM:

L Ciend 3a cBOMM akkayHTOM. Eciu ThI 110/103peBaelllb, 9TO TBOS
aHKeTa ObIIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTH
aJIMUHHCTpPaTOpaM pecypca 00 3TOM KaK MOJKHO CKOpEEe;

2, Hcnone3yii Oe3omacHele BeO-caliThl, B TOM YHCIE, WHTEPHET-
MAra3uHOB ¥ IOUCKOBBIX CHCTEM;

3.  Hcnons3yit cloxHbIEe U pa3Hble Napoiy. Takum oOpasoM, eciu
TeOsl B3JIOMAIOT, TO 3JIOYMBIIIICHHUKH TOTydaT HOCTYII TOIBKO K OJHOMY
TBOEMY MPOQHIIO B CETH, a HE KO BCEM;

4.  Ecnam Tebs B3IIOMATH, TO HEOOXOAMMO IMpPEAyIPEIUTh BCEX
CBOWX 3HAKOMBIX, KOTOpEIE M00aBieHs! y Teds B APY3bsiX, O TOM, UTO TeOs
B3JIOMAlU H, BO3MOXKHO, OT TBOETO MMEHM OyJeT pacChUIaThCS CliaM H

CCBUIKA Ha (YUIHUHTOBEIE CAMTBHI;

5.  VYcradosu HajexHbH mapons (PIN) Ha MOOUIBHEIN Tene(oH;
6. OTkIIOUH COXpaHEeHHe MMapost B Opay3epe;
7.  He orkpbiBaéi Gaiibl ¥ Ipyrde BIOKEHUS B IUCbMAax Jaxe

€CJIM OHM TIPHUIIUTA OT TBOWX Jpy3ei. Jlydllle yTOYHH Y HUX, OTIPABIISAIH JIK

oHH Tebe 3T (aiibl.





